How Postini® Works

Only Postini Offers You Connection Management,
Content Security, and Delivery Assurance

Postini Perimeter Manager™ provides
you with the highest level of email
protection, the most flexibility, and the
easiest solution to implement. Its
comprehensive Postini Preemptive Email
Protection Technology (preEMPT™)
filters out spam, viruses and phishing,
protects email systems from a wide
range of attacks, and provides IT
organizations with tools to secure email
connections and regulate email delivery.

Postini secures and manages your email
systems without the need for software
or hardware. Using our exclusive
preEMPT process, email bound for your
company’s email server is processed

in real-time through the highly secure
service architecture shown in Figure 1
below.

Postini’s pass-through architecture
processes all Internet-based email
bound for your company’s email server.
Within milliseconds, Postini’s patented
preEMPT technology, including heuristic-
based anti-spam and dual anti-virus
engines, separates spam and viruses
from legitimate messages. Legitimate
email messages pass through to the
recipient, while spam is quarantined in a
web-based, password-protected Postini
Message Center. If a company chooses,
employees can have access to their
quarantined email and the ability to
adjust filters to their personal
preferences.

Figure 1 Postini’s Comprehensive Security and Management Approach

Postini preEMPT™ Process

Connection Management

Postini Perimeter Manager monitors SMTP
connections and identifies patterns of
behavior that are associated with SMTP
attacks including directory harvest
attacks (DHA), denial-of-service (DoS)
attacks, and statistically significant
spikes in spam or zero hour virus
activity. All aspects of SMTP traffic are
analyzed and correlated to distinguish
between damaging and legitimate
activity. Attacks and unwanted probes
are automatically rejected at the
connection level, in real time.
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Postini, the global leader in secure
email boundary services, prevents
email threats, enforces policy
compliance and improves email
manageability. Our patented
preEMPT technology eliminates
spam, viruses, phishing and other
threats before they can ever reach
your network. As a result, Postini
reduces the complexity of your email
operations, lowers costs, saves

time, and minimizes risk. Processing
more than 3 billion messages each
week for 6.6 million users, Postini
provides the most comprehensive,
flexible and trusted email protection
for enterprises and small

businesses.

For more information contact
Postini at its Redwood City,
California headquarters toll-free
at 866.767.8461, or visit
www.postini.com.
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Content Security

Once an SMTP connection is validated
or the sending IP address has not been
identified as having engaged in damaging
behavior, the message data is passed
through Postini’s content security process.
Content analysis and filtering is then
performed using dual Anti-Virus engines
and thousands of up-to-date
expressions that distinguish between
spam and legitimate messages. Based
on Postini’s unmatched knowledge from
managing hundreds of millions of
messages every day, Postini delivers
industry-leading rates for accuracy in
keeping out unwanted email and
malicious attachments.

Suspicious email is quarantined in a web-
based, password-protected message
center for review by end users and/or
administrators. The entire process is fully
automated—valid emails pass through
and cannot be physically accessed by
any persons other than the recipient.
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Delivery Assurance

Relying on the SMTP email standard,
Postini helps you balance inbound
message load across multiple email
hosts, r egardless of the email hosts’
geographic location or operating
system. You can also identify server
outages, alert the administrator, and
automatically spool messages so that
no email messages are ever bounced.
Postini stores the spooled messages
until your servers are once again able to
accept messages.

Summary

Only Postini offers you a preemptive
email solution that protects the
productivity of your enterprise by
delivering connection management,
content security and delivery assurance.
Combined with unprecedented real-time
visibility and management reporting
through a convenient centralized web
browser console, Postini Perimeter
Manager provides the optimum solution
to protect the critical pathway of your
email system before spam and attacks

ever reach your network.
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